Privacy Impact Assessment Summary

Business Unit / Department: Corporate Security

Project Title:  Abnormal Security POC PIA Number:  2024-PIA-013

Project Description:

The Corporate Security team (project team) has identified inbound email security as a vulnerable area within
The City email server domain and is looking for applications and products to bridge this gap in inbound
email security provisioning. Secure email gateways were not designed to stop the advanced socially
engineered email attacks that are prevalent today. Inbound email security solutions employed by The City
on existing City email servers need robust defence mechanisms to prevent email attacks and blocking of
malicious messages from reaching City users. A third-party vendor, Abnormal Security, has now been
engaged by the project team for a proof of concept of its cloud-native email security platform that leverages
behavioural artificial intelligence (Al) to analyze, identify and classify content and context. Abnormal Security
uses behavioural Al to prevent attacks by learning the behaviour of every identity to detect anomalous
activity. It integrates with cloud email platforms to stop various types of email attacks, including, Inbound
Email Security, Account Takeover Prevention, Email Security Posture Management, and Email Security
Operations. There is no collection of new personal information. However, the proof of concept will use
existing emails domiciled with the City, as access to the emails will be given to Abnormal Security.

Personal Information collected, used and disclosed by the project:

name, home or business address or home or business telephone number,

race, national or ethnic origin, colour or religious or political beliefs or associations,

age, sex, marital status or family status,

identifying number, symbol or other particular assigned to the individual,

fingerprints, other biometric information, blood type, genetic information or inheritable characteristics,

health and health care history, including information about a physical or mental disability,

educational, financial, employment or criminal history, including criminal records where a pardon has been given,

opinions about an individual,

an individual’s personal views or opinions, except if they are about someone else,

Other please describe:

Note: Personal information is defined in section 1(n) of the Freedom of Information and Protection of Privacy Act of Alberta

PIA Report Acceptance Date:  1/17/25


initiator:ACHUA@calgary.ca;wfState:distributed;wfType:email;workflowId:fd500dd638bb7a43a953136a891a2d8f
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